KREO HMI TUTORIAL
User management (matrix and geographic mode)

Tutorial dedicated to the implementation of the user
management based on matrix and geographic mode
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iInfroduction

In KREO HMI projects you can set different levels of security in order to filter
the accessibility to the different pages and object functions.

The user management can be programmed in two different modes:
e levels
e matrix

Users mode

V] Levels
] Matrix
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How to do:

In the MATRIX mode the traditional concept of LEVELS is replaced by
GEOGRAPHIC credentials and GROUPS credentials.

The interaction between these 2 credentials filters the access to the project
objects:

R: Read-Only
(the logged-in user can view the protected objects without interacting with

them)

W: Write
(the logged-in user can view and interact with protected objects)

H: Hidden
(the logged-in user cannot view the protected objects)

S: Superuser
(such user can see all the project objects and interact with them)

The combination of GROUP and GEOGRAPHICAL credentials will define one of
the four access modes (the most stringent is the predominant one).

Let's see one of the many ways to use matrix user management.

1) We define the project GROUPS

™ Q | File Edit  Action Tools Help

B » » B | 9 r

TESTMANUALE? Group authorizations Authorization User groups

{1 SETTINGS + X EBE
Description ¥ VisibilityLevel ¥ EnabledLevel 7 CanlockUsers 7 CanBeUnlocked 7

1

Eg Security devices
=? Notifications

|{|r| ‘Connections
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2) Each group will have its own USERS with classic login + password access

Edit Action Tools Help

s

Group authorizations  Authorization User groups

+ X

User name ¥ Description ¥

Tech2

g Security devices
= Notifications

&' Connections

3) The GROUP permissions are configured to EDITOR but can then be
changed at RUNTIME via the specific runtime objects.

| 12y | Fle Edit Action Tools Help
B » w & | a9

TESTMANU . Group authorizations| Authorization
3, SETTINGS - Auth1 Auth2
s SuperUser  SuperUser
Read Read

Write Write

[ Validate project
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4) Now configure the GEOGRAPHIC credentials through the IP addresses
provided for the client devices.
The log-in via a specific device (having a predefined Ip address) defines
the accessing credentials of type S,W,R,H.

Edit  Action Tools Help

5

TESTMANU. Device authorizations GEQ Authorizations = Devices

L, SETTINGS + X

Description ¥ ¥ Clientld 7

S~ — 192.168.5.156
“m " Units

.oc - 00000000000 192.168.100.11
£g Security users 192.168.100.12

L3 192.168.100.13

= Notifications

E Connections

NOTE: The GUEST is a CLIENT (tablet/mobile/pc) having an Ip address not
predefined in the KREO HMI project.
In this case the user will always have GUEST credentials
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5) The same definition is necessary for the geographic credentials.

File Edit Action Tools Help

4 g

TESTMANUALE? Device authorizations GEOQ Authorizations  Devices

{3, SETTINGS Geo1
Guest |Read
Tablet1 Write
MobPh1 Read
MobPh2 Read
B Security users PCpanel Read

(i Client5 [Read
=? Notifications

|{|r| Connections
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6) On the project pages you can now define the runtime objects necessary
to manage the GROUP+GEOGRAPHIC protections.

If necessary, the GROUPS + GEOGRAPHIC grids will let the user modify the
credentials at RUNTIME mode.

1
GROUP AUTHORIZATIONS - - - o - o GEOGRAPHIC AUTHORIZATIONS

\533 = : 5|33
ki SAE 83|18
\\ 4
N  EE TR
s[s[w Guest R[N R
rR[R[H e Tablet1 ww
wlw[w “EJ W R[R[R
e
B

HUHHRHRAARH :
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7) Page objects security level is based on the combination of
GROUPS+GEOGRAPHIC credentials

F) 100 150 200 = ET 0 200 ) 500 =0 600 ) 0 ) 200 - Properties

(EditBox)

General
Behavior

Visibility

GROUP AUTHORIZATIONS GEOGRAPHIC AUTHORIZATIONS Disabled
TextFormat
Tag
Tag
= || slals
§ g 3 3l2gls UseEcitMin
UseEditMax
Attributes
Lo StrokeColor
s[s|w Guest R|R|R Opacity
R|R|H ﬂ Tablet1 W W[ W -
wlw o MobPh1 R|IR[R I——
=
& FontName [Default]

FontStyle None
FontSize 20
HorizontalAlign Center

VerticalAlign Center

Border Off

| #EEBEBEREE | : o link
. . L X . Security

GroupAuthorization

GeoAuthorization

ShowProtected
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8) When the RUNTIME starts, before login, all objects except those with

HIDDEN credentials will be displayed.

Protected objects are identified by a lock symbol

= Home page x4+

C @ localhostB080/sys/master/master_w.html

GROUP AUTHORIZATIONS

Authl
Auth2
Auth3

GEOGRAPHIC AUTHORIZATIONS

Geol
Geo2
Geo3

Tablet1

wlwlw
@ MobPh1 R|R[R
g MobPh2 R[R|R
é PCpanel R|R|R
Clients R|R[R

0
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9) After a GROUP LOGIN the red box can be accessed (LOCK icon has been

unlocked) but still the georgraphic authorization is protecting the object

(see the different locked icon — GEOGRAPHIC AUTHORIZATION LOCK).

GROUP AUTHORIZATIONS GEOGRAPHIC AUTHORIZATIONS
= P
ElEIE 5133
Z|= S8 [ )
s|s[w Tablet1 wlwlw
R|R|H S MobPhl R|IR|R
wlwlw % MobPh2 R|R[R
A PCpanel R|R[R
Client5 R[rR[Rr
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10) The login from the expected IP address will enable the write

access

.
o Lol
* ® »

‘GROUP AUTHORIZATIONS

ith
Auth2
ith

o
o
o

‘GEOGRAPHIC AUTHORIZATIONS

Geo2

Geo3

PANELS

Tablet1

MobPh1

Guest

‘‘‘‘‘‘‘‘

Notel: Note that by logging in as http://localhost:8080 the credentials will be
limited compared to a GEOGRAPHIC login: http://IP-external:8080
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Note2: GROUPS+GEOGRAPHIC permissions can be exported to a different
project via the built-in functions listed below:

On

+ X t ¥

Function

Userl oginBox

OL
UserAdd
UserBroadcastLogin
UserChangelnfo
Userlock
Userl ogin
Userl oginBox
Userl oginPassword
Userl ogout
UserPermanentlLock
UserRemove
UserResetPredefined
| learcFwrnert
UsersExportMatrinGeo
UsersExportMatrixGroup
UsersHush
UserslmportMatricGeo
UsersimportMatricGroup
Useruniock
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