TUTORIAL KREO HMI
Priority based user management (levels)

Tutorial dedicated to the implementation of the user
management based on user levels and priorities
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Infroduction

In KREO HMI projects it is possible to define different levels of security to filter
accessibility to the different pages, graphic objects and functions.

There are two different alternative approach:
e Levels

e Matrix

Users mode

V] Levels
] Matrix

How to do:

In level mode the two main parameters that differentiate the use of protected
objects are the VISIBILITY LEVEL and INTERACTION LEVEL.
These two levels define "who can see" the objects and "who can use them".
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1) Let’s configure 4 access levels with layers as in the figure below and

their passwords.

Edit Action Tools Help

9 p

User groups

+ XGE

Description v VisibilityLevel ¥

& Technician
=? Notifications

E Connections

EnabledLevel ¥ CanlockUsers v CanBeUnlocked ¥

Each GROUP has the same level of VISIBILITY and INTERACTION.

2) Each of these four groups is made of users having their own passwords:

TESTMANUALE
{3, SETTINGS

Languages

[ Validate project
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3) Let’s define some objects and pages protected by different security
LEVELS:

w @ | Fle Edt Acion Tooks Help

Brwew L |9p 0w s s oW
TESTMANUALE ~
A ] Properties
EW107BA6SP v

(Rectangle)
3+ Configuration

‘General

SPops 9 USER GROUPS - LEVELS
Ly Sequences

> Tags )
A Alrms LoginBox i
@ Datalogs SecurityLevel=0 (no protection)

Recipes
91 Scripts

Rotation
Atiributes
Visibilty

£+ Javascripts
=) P Color

SecurityLevel=6 (technician) - CmEEn
N StrokeSize

0= Gadgets

Opecity

*}: Pipelines

€} SETTINGS N N
° SecurityLevel=3 (engineer)

SecurityLevel=1 (administrator)

Page 4 of 10

[o o BN o Ik o Y

O




=S\

4) When the RUNTIME starts, only the green BOX (no-protection)will be
visible.

= UserGroupst x o+

C @ localhost8080/sys/master/master_w.html

LoginBox

USER GROUPS - LEVELS

SecurityLevel=0 (no protection)

SecurityLevel=6 (technician)

SecurityLevel=3 (engineer)

SecurityLevel=1 (administrator)
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5) The LOGINBOX button will allow you to log in and see the different
objects based on the user level

= M x 4+ o -

C @ localhost8080/sys/master/master_w.html * &

Password
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Note: A classic use of the protected objects is when the objects are all visible
to the operators but can be used based on the logged in operator level.

In this case it is possible to set the LOGIN-DEFAULT function with VISIBILITY =
1.

The project will start with LOGIN-DEFAULT which will still allow you to see all
the objects (VISIBILITY =1).

KM ‘m | File  Edit Action Tools Help

B » & | 9 P

TESTMANUALE ~ Info

BRI ~ [] Login requires Username

(e

Users mode Levels
1 Pages Visibility level (default) 1 Interaction level (default) 10
= Popups

lfy Sequences
& Tags

[v] Enable log file

Logfile Userlog

Al
A Alarms ["] Enable clear logs

® Datalogs
Recipes

Visible but protected objects can be highlighted with a padlock setting the
property neamed SHOWPROTECTED.

Corner

S R e —
SecurityLevel=3 (engineer) Soohtod -

el loge nirornm

ImageHalign Center

ImageValign Center
o Text ChangePage
SecurityLevel=1 (administrator) -~ . [Default]

o !" . FontStyle None
| FontSize 20
| ChangePage

] TextHAlign Center

TextVAlign Center
Secur*v

Level

ShowProtected
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The result will be as below:

SecurityLevel=3 (engineer)

SecurityLevel=1 (administrator)

ChangePage

USERS Built-in FUNCTIONS Table

On

+ X1 3

Function

UserAdd

r.-_C‘| Users
UserAdd
UserBroadcastlogin
UserChangelnfo
UserlLock
UserLogin
UserloginBox
UserLoginPassword
UserLogout
UserPermanentlock
UserRemove
UserResetPredefined
UsersExport
UsersExportMatrixGeo
UsersExportMatrixGroup
UsersFlush
UsersimportMatrixGeo
UsersimportMatrixGroup
UserUnlock
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UserGroupsevenTTable:

Events
OnStart
OnkFdakrror
OnActivityOn
OnActivityOff
OnStop

OCnError

OnAnyUserLogin
OnAnyUserLogout
OnAnyUserLoginError
OnAnyUserlnfoChanged
OnAnyUserCreated

OnAnyUserDeleted

OnAnyUserl ocked

OnAnylJserUnlocked

[resressefeagqs

OnlsersReset
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